
IPS &
Bypass techniques
k9@vnsecurity.net

SG - 2016



WTF is IPS?

Intrusion Prevention System:
´gateway
´dissector
´take action

´Block
´Allow
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Firewall vs IPS

´Firewall: doorman
´IPS: security check
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Why IPS?

´Pre infection
´Post infection
´Network Exploits
´Application control
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How it works?

Dissectors Signatures action

IPS ENGINE
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Dissector weaknesses

´Have to be:
´Fast (matter of milli seconds)
´Standard protocols
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Bypass dissector 1

´Non-standard corner cases
´HTTP crafted header
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Bypass dissector 28



Bypass dissector 39



Signature weaknesses

´Have to be:
´Fast
´Low False Positive rate
´High coverage*
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Bypass signature

´Change pattern over time
´Use randomness
´Use encryption
´Use popular pattern to increase FP risk
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Case study #1

´Cryptowall 3.0
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Case study #1
´Cryptowall 4.0 post infection
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Case study #2

´Block VPN/Proxy
´HTTP proxy: 

´“GET http[s]://”

´“CONNECT”

´HTTPS proxy:
´Block certificate: common name/public key/fingerprint

´SSH tunnel:
´Banner/IP/hostname

´Obfuscated SSH:
´Block IP/”unknown” traffic
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THANK YOU!

´References:
´http://noxxi.de/research/http-evader.html
´https://en.wikipedia.org/wiki/Intrusion_pre

vention_system
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