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Introduction

Hi everyone, my name is Jerold Hoong

• I am a penetration tester & security researcher

• I am from Singapore

• I live in Saigon now
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What This Talk is About

• This short introductory talk is intended to introduce the topic of finding 
0–days by using an example.

• Commonly, people think that:

• Finding 0-days is very tough and challenging

• It is true most of the time:

• However, some software have obvious bugs which can let you easily 
pop shell
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• 0-Day vulnerabilities can be found via:

• Source code review

• Reverse engineering

• Fuzzing

• Questions to get you started:

• What is the software?

• Can I get access to the binaries?

• Is there a knowledge base or documentation about the software?
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An Example Scenario
• I was conducting an internal network penetration test for a 

client
• 3rd time testing 

• Most of the critical issues have been fixed

• Did nmap scans and found some interesting services running on port 
9100 and 9200:
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After downloading, installing and studying…

• Software was built using Java (WAR and JAR packages)

• Decompiled and look at the source code

• Services are ALL running as NT AUTHORITY\SYSTEM by default J

• Port 9100: Web Console (HTTP)

• Port 9200: File Replication Service

• Different responses were observed, if the service returns:

• ‘OK’ : No password needed (default behavior) 

• ‘ERROR’: Password needed
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Using the Source – Bug #1
• Unauthenticated Remote Arbitrary File Disclosure (DetailedLogReader.jsp)

• It was possible to view any file on the server without authentication
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Using the Source – Bug #1

• All password hashes and config info of all connected servers are stored in 
configuration.xml on the management server.
• Access to config file with:

http://192.168.56.101:9100/DetailedLogReader.jsp?log_pat
h=C:\Program+Files\FileReplicationPro\\etc\\configuratio
n.xml
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Using the Source – Bug #2

• Weak implementation in authentication of the RPC interface

• By decompiling and studying the file replication client code:
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• The password hash, instead of the password, is used to authenticate and open a 
TCP connection to the file replication service



Using the Source – Bug #2
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Using the Source – Bug #2

• The replication server supports many functionalities and RPC calls

• One is called “ExecCommand” 

• This executes shell commands on the remote system

• If this can be exploited, we can run commands as 
NT AUTHORITY\SYSTEM

• Time to create a malicious client to send shell commands to the 
server J
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Crafting & Testing the PoC Exploit



Weaponizing the Exploit
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Quick Demo

16Also available on:https://www.youtube.com/watch?v=FCIjDwSiVDU



Summary

• Other bugs that were found

• Unauthenticated Directory Traversal and File Listing (all connected 
servers)

• XSS

• CSRF

• Penetration Test Summary

• NT AUTHORITY\SYSTEM access to 6 Windows Servers where 
Domain Administrator credentials were stolen with mimikatz
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Conclusion

• Finding 0-days is not always difficult

• Main thing is to understand how the software works

• The complexity of a 0-day is not really important

• As long as you achieve your desired end result
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Extra: External Facing Hosts on Shodan
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Thank You!
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