
From Memory Corruption 
To Exploitation!

peternguyen!



$ whoami!
•  CTF Player (Meepwn CTF Team, 

BabyPhD CTF Team)!

•  Security Researcher.!

•  Newbie in bug bounty :D!

•  Github : https://github.com/
peternguyen93/!





Motivation!



The Bug!



The Bug (1)!



The Exploitation :!
The Zend Heap!



The Exploitation (1)!



The Exploitation (2)!
From Heap Control To RIP!



The Exploitation (3)!
Magic Gadget!

We got rsi point to own input,!
so we just jmp to 0x60c805!



Demo!



Story Behind This Research!

•  Learn more about heap exploitation.!

• More confidence in finding my own bug.!



Story Behind This Research!



Q & A!


