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[1]	SWIFT?	



Taylor	Swi0?	
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Taylor	Swi0?	
	
Swi0	(Programming	Language)	
	
SWIFT		
Society	for	Worldwide		

Interbank	Financial	

Telecommunica8on	



[1.2]	BIC	
•  Business	IdenGfier	Codes	(BICs,	previously	
Bank	IdenGfier	Codes)	~	"SWIFT	codes".	
•  	~	IP	Addresses.		
•  DongA	Bank:	EACBVNVX	
•  Eximbank:	EBVIVNVX,	EBVIVN2X,	
EBVIVNVXDNG...	
•  Google:	GOOGIE21,	GOOGIE31,	GOOGUS66...		



[1.3]	SWIFT	Message	Types		
*	MT103	-	Cash	Transfer		
	

*	:32A	Value	Date	/	Currency	/	
Inter	bank	Se3led	

	
*	:50A,	F	or	K	Ordering	
Customer	(Payer)			

*	:59	or	59A	Beneficiary	
•  en.wikipedia.org/wiki/MT103	
•  en.wikipedia.org/wiki/

SWIFT_message_types	
	
*	Source:	IBM,	Wikipedia.	





[2]	How	SWIFT?	



[2.1]	Nostro	accounts	
	
	
	
	
	
	
	
	

*	Nostro	=	ours	
*	Source:	CA	BHAVIN		

SHAH		
(Linkedin	Pulse)	



[2.2]	How	SWIFT	Messaging?	



Source:	HUI.edu.vn	



Source:	HUI.edu.vn	



Source:	HUI.edu.vn	



[3]	SWIFT	Systems	



Source:	SWIFT	

[3.1]	Connect	to	SWIFT	//	SWIFT	
Interfaces	

Service	Bureau	//	
Banks	(via	Internet	
Banking)	



Source:	SWIFT	



Source:	SWIFT	





[3.2]	SWIFT	Alliance	Access/Entry	
Accounts		

	
1)	LSO,	RSO	
2)	Create,	Verify	&	Authorize	
	
x)	HSM	
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SWIFT.COM		
1.	A3ackers	compromise	the	customer's	environment	
2.	A3ackers	obtain	valid	operator	credenGals	that	have	
the	authority	to	create,	approve	and	submit	SWIFT	
messages	from	customers’	back-offices	or	from	their	
local	interfaces	to	the	SWIFT	network;	
3.	A3ackers	submit	fraudulent	messages	by	
impersonaGng	the	operators	from	whom	they	stole	the	
credenGals;	
4.	A3ackers	hide	evidence	of	the	fraud	by	removing	some	
of	the	traces	of	the	fraudulent	messages.	



TWO	BYTES	TO	$951M	



•  Before	patch	



•  A0er	patch	



'wipe-out'	and	'file-delete'	funcPons	





Link	between	BanswiT	&	Lazarus	

•  FuncGon	takes	two	parameters:	path	of	file	to	
overwrite	and	number	of	iteraGons	(max	six)	

•  It	will	iniGally	overwrite	the	last	byte	of	the	
target	file	with	0x5F	

•  Six	“control”	bytes	are	supplied	which	dictate	
what	bytes	are	used	during	the	overwrite	
process	





•  Using	same	style	random	file	rename	in	
wipeout	funcGon	



•  Bankswi0	



•  Lazarus’s	tool	(Backdoor.Contopee)	



Backdoor.Contopee	found	with	
BanswiT	in	Ecuadoran	bank	
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